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AN1030: WPA2/WPA Enterprise

This document describes how to connect to a network using
WPA2/WPA Enterprise security features in the Wizard Gecko
WGM110 Wi-Fi Module.
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1. Introduction

This application note introduces the usage of WPA2/WPA Enterprise features in the WGM110. WPA2/WPA Enterprise is an extension
of Wi-Fi Protected Access, requiring an authentication server e.g. RADIUS, designed for corporate networks requiring extra security
which the normal pre-shared passkey networks cannot provide. The security setting requires an Extensible Authentication Protocol
(EAP) type to be used for authentication.

The WGM110 offers two EAP types, PEAP-MSCHAPvV2 and EAP-TLS. WPA2/WPA Enterprise security is only supported in client/
station mode with the WGM110.
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2. PEAP-MSCHAPv2

MSCHAPV2 is an insecure authentication method on its own but PEAP creates a secure tunnel between the devices using TLS. The
WGM110 supports PEAP v0 and v1. Client authentication using username and password is mandatory in PEAP-MSCHAPV2. To verify
the identity of the authentication server it uses a CA (certificate authority) certificate, also commonly referred to as root certificate. Veri-
fying the identity of the client using a certificate is optional in the authentication server.

Note: For more information on how to load certificates into WGM110, please refer to AN974: TLS and SMTP.

To setup the WGM110 client to connect to a network using PEAP-MSCHAPV2, you must configure the MSCHAP username, password
and the outer identity.

Before connecting to a WPA2/WPA Enterprise enabled network access point, the configurations need to be activated in the WGM110.
Using the BGAPI EAP commands, like in the example below, the username, password and other EAP required settings are activated.

Once these configurations have been entered successfully to the stack, a network connection can be established with the connect
SSID or connect BSSID commands. Please note that the debug output is optional.

# SSI D
ssid_len =9
ssid(0:ssid_len) = "test_ssid"

# MSCHAPv2 user nane
usernane_len = 4
user nane(0: usernane_l en) = "test"

#MBCHAPv passwor d
password _len = 8
passwor d(0: password_| en) = "testtest"

# Quter identity
identity len = 9
identity(O:identity |en) = "anonynous"

# Endpoi nt for debuggi ng via UARTO
output _ep = 0

# Activate MSCHAPv2 user name
call sne_set_eap_type_usernane (sne_eap_type_nschapv2, usernane_| en, usernanme(0: usernane_|len))(cnd_result)

if cmd_result '=0

# Debug out put

cal | endpoi nt _send(out put_ep, 31, "EAP: invalid MSCHAPv2 usernane\r\n")
end if

# Activate MSCHAPv2 password
call sne_set_eap_type_password(sne_eap_t ype_nschapv2, password_|en, password(0: password_|len))(cnd_result)

if cmd_result '=0

# Debug out put

cal | endpoi nt _send(out put_ep, 31, "EAP: invalid MSCHAPv2 password\r\n")
end if

# Activate EAP configuration to PEAP- MSCHAPv2
call sne_set_eap_configurati on(sne_eap_type_peap, snme_eap_type_nschapv2, identity_len,
identity(O:identity len))(cnmd_result)

if cmd_result !'=0

# Debug out put

call endpoi nt_send(out put_ep, 32, "EAP: invalid EAP configuration\r\n")
end if

# Connect to the network.

# This call will trigger either sme_connected() event if the attenpt succeeds or

# snme_connect _failed() event if it fails.

call sne_connect _ssid(ssid_len, ssid(0:ssid len))(cnd_result, cnd_interface, cnd_bssid)

if cmd_result !'=0
# Debug out put



AN1030: WPA2/WPA Enterprise
PEAP-MSCHAPv2

cal |l endpoi nt_send(out put_ep, 34, "EAP: W-Fi connect command failed\r\n")
end if

The WGM110 then checks the internal certificate store for a suitable certificate to validate the identity of the authentication server, but
this can also be set explicitly with the command sme_set _eap_type_ca_certificate().
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3. EAP-TLS

EAP-TLS also uses a CA certificate to verify the identity of the authentication server. Unlike PEAP-MSCHAPV2 it is mandatory for the
authentication server to verify the identity of the client, which requires a user certificate and a private key. Username and password are
not used in EAP-TLS so the commands sme_set_eap_type_password() and sme_set_eap_type_username() should not be used.

The user certificate can be stored in flash or RAM but the corresponding private key can only be stored in RAM due to security reasons
and therefore it can only be initialized using APl commands. The private key should be stored in a secure external storage and sent to
the module either by directly calling the required BGAPI commands from an external host or as plain data in which case the commands
must be called through BGScript. The corresponding user certificate fingerprint must be provided when loading the private key, as well
as the password used to encrypt the private key data. If the private key is sent unencrypted then the password length should be 0.

Once both the certificate and private key have been initialized then the certificate must be set as a user certificate. That will select both
the certificate and private key, which have already been associated with each other (by providing the associated certificate fingerprint
when loading the private key).

When the certificate has been set as user certificate and the EAP settings activated the network connection can be established with the
connect SSID or connect BSSID commands as shown in the example below.

# SSI D
ssid_len =9
ssid(0:ssid_len) = "test_ssid"

# Quter identity
identity len = 9
identity(O:identity_|en) = "anonynous"

# Endpoi nt for debuggi ng via UARTO
output _ep =0

# The follow ng three commands are used to add a private key to the certificate store.
The fingerprint given in the conmand paraneters nmust be the associ ated user certificate.
call x509_add_private_key(size, fingerprint_len, fingerprint_data)

# The next command nust be called nultiple times until all the private key data has been added.
call x509 add_private key data(data_l en, data_data)

# Finally when all the data has been added the foll owi ng command nust be cal |l ed
call x509_add_private_key_ fini sh(password_| en, password)

# Now we need to set the certificate as a user certificate using its fingerprint which wll
automatically select its associated private key.
call sne_set_eap_type_user_certificate(sme_eap_type_tls, fingerprint_len, fingerprint_data)

# Activate EAP configuration to EAP-TLS
call sne_set_eap_configurati on(sne_eap_type_tls, snme_eap_type_none, identity_|en,
identity(O:identity len))(cnmd_result)

if cmd_result '=0

# Debug out put

call endpoi nt_send(out put_ep, 32, "EAP: invalid EAP configuration\r\n")
end if

# Connect to the network.
This call will trigger either sne_connected() event if the attenpt succeeds or
sme_connect _failed() event if it fails.

call snme_connect_ssid(ssid_|len, ssid(0:ssid_len))(cnmd_result, cnmd_interface, cnd_bssid)

if cmd_result '=0

# Debug out put

cal |l endpoi nt _send(out put_ep, 34, "EAP: W-Fi connect command failed\r\n")
end if
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4. Using BGTool

BGTool can be used to test WPA2/WPA Enterprise functionality on WGM110. The WPA settings can be accessed by clicking on [Open
WPA settings] button in the "STA mode" section as depicted below.

= BGTool - O *

File Kit Connection View Help

SILICON LABS

Data routing mDNS Persistent storage /O Ports Peripherals

Network

Operating mode: (@) STA mode Wi-Fi: (@ OF
WiFi Direct

Signal strength: 0 dBm Auto-check

Open WPA settings

Configuration
DHCP: () o IP address: | 192.168.1 119 DNS 0: [192.168.1 1 SetDNS 0
@ 0On Netmask: | 255.255.255.0 DNS1:(0 0 0 .0 SetDNS 1
Default gateway: | 192.168.1 1
Set Configuration
SSID scan
v
Log
10:34:53,0518 wifi_cmd_dfu_reset(0)

wifi_evt_system_baot hw:  1(0x0001) bootloader_version: 0 (0x0000) major: 1 (0x0001)

10:34:54,0710 minor:  1(0x0001) build: 1 (0x0001) revision:

wifi_ewvt_system_power_saving_state state: 0 (0x00)

10:34:54 0712
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4.1 Connecting to an AP using PEAP-MSCHAPv2

To connect to a network using PEAP-MSCHAPV2 requires a CA certificate, which can be loaded through the WPA Settings window by
browsing for the certificate file and adding it to the certificate store through the [Add] button. One the certificate is loaded, it will be listed
in the certificate store as depicted in the image below.

=+ WPA Settings n P A P gy \-:--@u

I

CA certificate Flash 8c42a9bfi4eb759d3519e90c5684d601 §iNna m e

-

Add certificate

Store: | Flash Cerificate file: | 1o D"~ oBa's’ ols o’ i 0 og ™ "ol -l .
Add private key
o

User certificate: | Mone Password: Private key file:
WPA settings -
EAP type: | PEAP-MSCHAF Anonymous identity: | = =" -

CA certificate: | ©oT kgns pd = EAPtype: I"EAP-I-ASCHAF Set CA certificate

w
o
-

User certificate: EAP type: | PEAP-MSCHAF
Server common name: EAP type: | PEAP-MSCHAF Set servar common namea

Password: (i 4 t password

Done

L A

The "EAP type" must be selected as PEAP-MSCHAP and the anonymous identity written to the "Anonymous Identity” text box. Then
launch the iAPI command sme_set _eap_confi guration() by pressing the [Set EAP configuration] button.

The CA certificate can be explicitly set to be the one that was loaded or the firmware can automatically look for the correct one as
explained earlier in this document. To set the CA certificate it must be selected from the "CA certificate" drop-down list, "EAP type"
must be set to PEAP_MSCHAP, and then you must click [Set CA certificate]. The user certificate is optional, and for this example the
authentication server that is being used does not ask for client authentication.

Finally, the username and password must be written in to the "User name" and "Password" text input fields, and the buttons [Set user
name] and [Set password] must be pressed.

Once the WPA settings are configured, the module is ready to connect to the network. This can be done back in the BGTool main
window by scanning and selecting the network to which you wish to connect.
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4.2 Connecting to an AP using EAP-TLS

To connect to a network using EAP-TLS requires a CA and user certificates. Additionally, the user private key must be also loaded, and
it will be stored in RAM by default. To load the private key, the associated user certificate must be selected from the "User certificate"
drop-down list, and the password and private key file must be given after. Clicking [Add] will run the private key loading command set.

-
«=* WPA Settings . — — ———— . - u_u':'@ l
Certificates -~
I ‘

CA certificate Flash 718cBac3a2895be%a46b1dTbf7T78fb8b FET W ofeT BTN

Add certificate
Store: | Flash Cerificate file: |5 » =da =k 7. #ly 1 &1 o
Add private key

User certificate: | "2 " gpi=md J5 Im | Password: |7 aki Private key file: e
WPA settings -

Add

EAP type: | TLS Identity: e Set EAP configuration I

CA certificate: | =01 R EED EAP type: Set CA certificate
User certificate: | SE7] g @5%F 001 = EAP type: Set user certificate 0]
Server common name: EAP type: Set server commaon name '

Done
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The "EAP type" must be selected as TLS and the anonymous identity written to the "Identity"” text input field. Then [Set EAP configura-
tion] must be pressed.

The CA certificate can be explicitly set to be the one that was loaded or the firmware can automatically look for the correct one as
explained earlier in this document. To set the CA certificate, it must be selected from the "CA certificate” drop-down list, "EAP type"
must be set to TLS, and then press [Set CA certificate].

The user certificate is mandatory in EAP-TLS. The correct user certificate must be selected from the "User certificate” drop-down list,
"EAP type" must be set to EAP-TLS, and then press [Set user certificate].

Once the WPA settings are configured, the module is ready to connect to the network. This can be done back in the BGTool main
window by scanning and selecting the network to which you wish to connect.

4.3 Troubleshooting

If the connection is not successful, these are the most common errors that might occur and hints on what the root cause could be:

» 0x018B (ap_note_in_scanlist): The SSID of the AP is misspelled, length doesn’t match the string size or the scan has been limited to
a channel which is not being used by the AP.

* 0x081D (authentication failure): The WPA/WPA certificates have not been properly loaded or are missing, private key is missing (in
case of EAP-TLS), EAP configuration is not set properly.
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5. Revision History

5.1 Revision 0.2
September 15th, 2021
Updated BGTool graphic.

5.2 Revision 0.1
August 3rd, 2016

Initial release.

silabs.com | Building a more connected world. Rev.0.2 | 9




Smart. Connected.
Energy-Friendly.

loT Portfolio Quality Support & Community
www.silabs.com/products www.silabs.com/quality www.silabs.com/community

Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does notimply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personal injury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
allexpress and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.
Note: This content may contain offensive terminology thatis now obsolete. Silicon Labs is replacing these terms with inclusive language wherever possible. For more
information, visit www.silabs.com/about-us/inclusive-lexicon-project

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs®and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32®, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect, n-Link, ThreadArch®, EZLink®, EZRadio®, EZRadioPRO®,
Gecko®, Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio®, Telegesis, the Telegesis Logo® USBXpress®, Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others
are trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis a registered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.

Silicon Laboratories Inc.
400 West Cesar Chavez
Austin, TX 78701

USA

SILICON LABS  www.silabs.com



	1. Introduction
	2. PEAP-MSCHAPv2
	3. EAP-TLS
	4. Using BGTool
	4.1 Connecting to an AP using PEAP-MSCHAPv2
	4.2 Connecting to an AP using EAP-TLS
	4.3 Troubleshooting

	5. Revision History
	5.1 Revision 0.2
	5.2 Revision 0.1


