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Panel Introduction
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Device Characteristics: Size, Accuracy, Connectivity
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MI NI ATU RI ZAT IO N

▪ Greater comfort 

for patients

▪ Less invasive techniques

▪ Ease of use resulting in 

faster recovery

▪ Overall cost reduction

C ON NE CTI VI TY

▪ Reporting of the 

dosage delivery

▪ Raising alarms to avoid 

wrong usage

▪ Big data management

▪ Sharing of information 
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A CC UR ATE  

ME A SU RE ME N T

▪ Accuracy of measurement 

defined by the FDA

▪ Accuracy requirements 

include all error sources

▪ Analog requirements call 

for precision vs. speed

MI NI ATU RI ZAT IO N C ON NE CTI VI TY



Security in Medical IoT 

Emerging Local Pivot Attacks

Portable Medical devices are attacked for ransom, 
destroy the brand and compromise end-user data 
privacy

Governmental Legislation

Legislations like the California Consumer Privacy Act (§ 
SB-327) requires ‘reasonable security features’ for all 
connected devices

I O T  S E C U R I T Y  R E Q U I R E M E N TSS E C U R I T Y  R I S K S  I N C R E A S I N G

Attack Vectors

Insert malicious code to make the device execute the wrong SW

• Software authentication is critical; this is also true for the 

phone app.

• Over-the-air offers a way to repair, but is also a potential 

attack vector 

Use open ports to trigger false hardware behavior

• The debug port can access the entire device and needs 

to be protected

• Keeping the possibility to perform field failure analysis is 

very important 

Join the network using cloned ICs or boards 

• Identification of the ICs should happen before 

network commissioning

• Old devices should be de-commissioned to avoid 

cloning/re-use

Steal encryption keys using DPA attacks 

• Encryption keys can be vulnerable if not generated the proper way 

• DPA attacks can be performed easily using ChipWhisperer

• RSA Conference (March 2020) highlighted 
healthcare as a key target for cybercriminals

• The overall number of generic attacks is 
decreasing in favor of sophisticated & targeted 
attacks

• A combination of simultaneous IT and OT attacks 
is becoming typical

• Cybercriminals are becoming professionals 
offering Ransomware-as-a-Service

• Examples of IT attacks in medical are numerous

• Legislation is on the horizon

• Click to Read Full Article
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Breaches in Medical 

• HIPAA reported (January 2023) over 30 million people in the USA 
were affected by data breaches in 2022 

• The average cost of a data breach is at an all-time high of $10.1 
million in 2023

• A combination of simultaneous IT and OT attacks is becoming typical

• Cybercriminals are becoming professionals offering 
Ransomware-as-a-Service

• Examples of medical field attacks are numerous

• Legislation and regulations are on the rise

• Standards IEEE 2621 & IEC62304 for risk management

https://www.embedded-computing.com/iot/security-in-our-iot-products-we-ve-never-needed-it-so-why-start-now
https://www.hipaajournal.com/2022-healthcare-data-breach-report/
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Regulation in Medical IoT

“Cybersecurity in Medical Devices will require SDLC” 
March 30, 2023 - US Food and Drug (FDA)



Smart Hospital 

Patient Journey 

▪ In/out of smart hospital 

▪ Inside smart hospital

Smart Hospital Benefits 

▪ Hospital efficiency

▪ Safety

▪ Patient experience 

▪ Process streamlining 

▪ Cost savings

Applications 

▪ Continuous Positive Airway Pressure (CPAP) 

▪ Real-time asset tracking

▪ Patient tracking 

▪ Staff workflow 

▪ Instrument monitoring and management 

Challenges

▪ Multiprotocol wireless: Wi-Fi, Bluetooth 

▪ Security 

▪ Integration to hospital backend  
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Growing AI/ML Application Space in Smart Health and Wearables
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