SILICON LABS

AN1295: Developing with Thread 1.2

Thread 1.2 builds on Thread 1.1’s robust foundation, and defines
extensions to the mandatory base specification, low-power
enhancements, and optional advanced features, including
Commercial Extensions. Thread 1.2 devices and networks are fully
interoperable with existing Thread 1.1 devices and networks.

The features of Thread 1.2 are designed to improve the scalability of Thread networks by
making them more responsive and capable of higher network density. New low-power
features further reduce the power consumption, channel utilization, and communication
latency of Sleepy End Devices (SEDs). New features for commercial enterprise networks
allow for communication between multiple Thread networks and non-Thread devices in a
large infrastructure deployment.

Applicable Version Notice: This application note addresses modifying OpenThread SDK
sample applications for compatibility with Thread 1.2, and is for use with OpenThread SDK
version 3.1.x and earlier. Beginning with OpenThread SDK version 3.2, sample applica-
tions are delivered configured for Thread 1.2.
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1 Developing Thread 1.2 SoC Applications

Silicon Labs provides a number of sample SoC OpenThread applications. You can modify these to work with Thread 1.2.

1.1 Enable Thread 1.2 Features on the ot-cli-ftd Application

The following example shows how to enable 1.2 features on the ot-cli-ftd application.
1. Select ot-cli-ftd as an example for your SoC image.

2. With your target part connected to your computer, open the Simplicity Studio 5 File menu and select New > Silicon Labs Project
Wizard. The Target, SDK, and Toolchain Selection dialog opens. Click NEXT.

3. The Example Project Selection dialog opens. Use the Technology Type and Keyword filters to search for ot-cli-ftd as an example
for the default SoC image. Select it and click NEXT.

4. The Project Configuration dialog opens. Here you can rename your project, change the default project file location, and determine if
you will link to or copy project files. Note that if you change any linked resource, it is changed for any other project that references it.
Click FINISH.

5. The Simplicity IDE Perspective opens with the Project Configurator open to the OVERVIEW tab. See the online Simplicity Studio 5
User’s Guide for details about the functionality available through the Simplicity IDE perspective and the Project Configurator.

& ot-cli-ftdslep 5 | =09
ot-cli-ftd OVERVIEW
| Target and SDK Selection I Project Details I Project Generators
ot-cli-ftd Simplicity IDE Project
This is a very simple CLI application to test the A simplicity IDE project supporting builds for
Openthread stack on a Full Thread Device. MCUs using C/C++ and assembly files.
Category
< > OpenThread Examples
Preferred SDK
o - — - Geckeo SDK Suite: Bluetooth 3.1.0, Micrium 0S
" n | Kernel, OpenThread 1.1.0.0 (GitHub-5c2add1cf),
e |H|| Platform 2.0.0.0
”HHHH”IH”HHI
Import Mode

EFR32MG12P332F1024GL125 .
Link sdk and copy project sources =

Wireless Starter Kit Mainboard (BRD4001A Rev AD1)
EFR32MG12 2.4 GHz 10 dBm Radio Board (BRD41624
Rev AQ2)

6. Make any configuration changes to the software components, as described in the next section. You can see autogeneration progress
in the bottom right of the Simplicity IDE perspective. Make sure that progress is complete before you build.

[l - Generate Project m|m

] | C/Co» Imdexer: (%) - =

7. Compile and flash the application image as described in QSG170: Silicon Labs OpenThread Quick Start Guide.
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1

3.

2 Configure OpenThread Options in the SoC Images Using Simplicity Studio 5
1.

Under the SOFTWARE COMPONENTS tab in your FTD project (.slcp), expand the OpenThread group. Select the Stack (FTD) entry
for an FTD build. If building an MTD application, select Stack (MTD) and follow similar steps as shown below.

ok ot-cli-ftd.sicp &3

¥ OpenThread

» Internal
Antenna Diversity

@cu
Coexistence
Debug Channel
NCP
NCP CPC

@ Platform Abstraction

@ Stack (FTD)
Stack (MTD)
Stack (RCP)

@ Thirdparty

» Platform

» RTOS

» Runtime

Installed by You []

ot-cli-ftd SOFTWARE COMPONENTS
Y Filter: Configurable Components |:| Installed C E]
» Micrium 0S

| stack (FTD)

Description

This compenent provides the OpenThread stack for a Full Thread Device (FID)

Quality
PRODUCTION

X Uninstall

Q, Ssearch keywords, component's name

ﬂ Configure

View Dependencies ‘

Note: You can select the Configurable Components and Installed Components checkboxes to filter to only those components you

can configure successfully.

Click Configure to change the settings associated with the OpenThread build. The various build options are explained in the Open-
Thread documentation at https://openthread.io/guides/build.

ok ot-cli-ftd.slcp KA stack (FTD) 5% |

=g

Stack (FTD)

Cnilg supervision
»
Commissioner

COAP API

COAP Secure API
DHCP6 Client
DHCP6 Server
Diagnostic

DNS Client

External Heap
IPv6 Fragmentation

Jam Detection

COAP Observe (RFC7641) API

ECDSA (Elliptic Curve Digital Signature Algorithm)

&[> View Source Files + b4

For Thread 1.2 features only:
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e Under Thread Version, select Thread 1.2. Thread 1.2 must be selected as the Thread version for Thread 1.2 features to function.
A list of Thread 1.2 features is displayed, with recommended features turned on. The description for each feature indicates
whether it is mandatory, optional, or recommended. Do not enable these features for a Thread 1.1 application.

Thread Version

THREAD_VERSION

Thread 1.2 -

Requires Thread 1.2

Backbone Router C5L (Coordinated Sampled Listening) Debug  CSL (Coordinated Sampled Listening) DUA (Domain Unicast Address)
Receiver
o ) ° o
Link Metrics Multicast Listener Registration

o Backbone Router (recommended for a border router): If enabled, Border Agent (optional but recommended) and Border
Router (mandatory) should be enabled.

e Csl (Coordinated Sampled Listening) Debug (optional): Enable for debugging CSL features.

e Csl (Coordinated Sampled Listening) Receiver (optional but recommended): If enabled, low-power Coordinated Sampled
Listening (CSL) features are available for use with Wake-on End devices (WEDs). A SED with this option selected is called a
Synchronized SED (SSED).

o DUA (Domain Unicast Address) (mandatory): Enable Thread 1.2 Domain Unique Address feature for use in Thread domains.
For more information, see UG103.11 Thread Fundamentals.

e Link Metrics (recommended): Enable low-power link metrics and link metric probing features.

¢ Multicast Listener Registration (mandatory): Enable Multicast Listener Registration features in Thread 1.2 to enable off-
mesh multicasts and multicasts in Thread domains. For more information, see UG103.71 Thread Fundamentals.
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2 Developing Thread 1.2 RCP Applications

Silicon Labs provides a sample OpenThread RCP application. You can modify it to work with Thread 1.2.

21 Enable Thread 1.2 Features on the ot-rcp Application

The following example shows how to enable Thread 1.2 features on the ot-rcp application.
1. Select ot-rcp as an example for your RCP image.

2. With your target part connected to your computer, open SSv5’s File menu and select New > Silicon Labs Project Wizard. The
Target, SDK, and Toolchain Selection dialog opens. Click NEXT.

3. The Example Project Selection dialog opens. Use the Technology Type and Keyword filters to search for ot-rcp as an example for
the default SoC image. Select it and click NEXT.

4. The Project Configuration dialog opens. Here you can rename your project, change the default project file location, and determine if
you will link to or copy project files. Note that if you change any linked resource, it is changed for any other project that references it.
Click FINISH.

5. The Simplicity IDE Perspective opens with the Project Configurator open to the OVERVIEW tab. See the online Simplicity Studio 5
User’s Guide for details about the functionality available through the Simplicity IDE perspective and the Project Configurator.

& ot repalp &3 = A
ot-rcp OVERVIEW
I Target and SDK Selection Project Details Project Generators
- Simplicity IDE Project
Mighty Gecko otcp # plictty IDE Frol
. This is a simple OpenThread RCP application. A simplicity IDE project supporting builds for

MCUs using C/C++ and assembly files.

Category
OpenThread Examples
< >
Preferred SDK
2 Gecko SDK Suite: Bluetooth 3.1.0, Micrium 0S
- —-— - Kernel, OpenThread 1.1.0.0 (GitHub-5c2ad91cf),
H = | Platform 3.0.0.0
ML
”“”H“”I\I”l|nl
Import Mode
EFR32MG12P332F1024GL125 Link sdk and copy project sources

Wireless Starter Kit Mainbeard (BRD4007A Rev AQ1)
EFR32MG12 2.4 GHz 10 dBm Radio Board (BRD4162A
Rev ADZ)

6. Make any configuration changes to the software components, as described in the next section. You can see autogeneration progress
in the bottom right of the Simplicity IDE perspective. Make sure that progress is complete before you build.

[l : Generate Project .|

[l C/Cev indeser: (%) . =

7. Compile and flash the application image as described in QSG170: Silicon Labs OpenThread Quick Start Guide.
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2.2 Configure OpenThread Options in the RCP Images Using Simplicity Studio 5

1. Under the SOFTWARE COMPONENTS tab in your RCP project (.slcp), expand the OpenThread group. Select the Stack (RCP)
entry for an RCP build.

& otrepsicn 33|

ot-rcp SOFTWARE COMPONENTS

Y Filter: Configurable Components [_] Installed Components | Components Installed by You [ ] Q, Search keywords, component's name

v OpenThread | Stack (RCP)

» Internal
Antenna Diversity Description
cul ' -

o Quality
PRODUCTION

Coexistence
Debug Channel
@ NCP
NCP CPC
@ Platform Abstraction
Stack (FTD)
Stack (MTD) kel
@ Stack (RCP)
@ Thirdparty
» Platform

» RTOS

» Runtime X Uninstall View Dependencies

Note: You can select the Configurable Components and Installed Components checkboxes to filter down to only those components
you can configure successfully.

2. Click Configure to change the settings associated with the OpenThread build. The various build options are explained in the Open-
Thread documentation at https://openthread.io/guides/build.

o ot-rep.siep 'ﬂ Stack (RCP) &3 =n
|
Stack (RCP) <[> View Source Files = X
» DHCP6 Server ®
Diagnostic »
DNS Client »
ECDSA (Elliptic Curve Digital Signature Algorithm) »
External Heap » |
l
IPv6 Fragmentation » |
|
Jam Detection » ‘
l
Joiner ® ‘
Legacy Network »
Link Raw Service »
MAC Filter ®
MLE Long Routes extension (experimental) »
MultiPAN RCP »
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3. For Thread 1.2 features only:

e Under Thread Version, select Thread 1.2. Thread 1.2 must be selected as the Thread version for Thread 1.2 features to function.
e A list of Thread 1.2 features is displayed, with recommended features turned on. The description for each feature indicates
whether it is mandatory, optional, or recommended. Do not enable these features for a Thread 1.1 application.

Thread Version
THREAD_VERSION

Thread 1.2 -

Requires Thread 1.2

Backbone Router C5L (Coordinated Sampled Listening) Debug  CSL (Coordinated Sampled Listening) DUA (Domain Unicast Address)
Receiver
o ) a o
Link Metrics Multicast Listener Registration

o Backbone Router (mandatory for RCP): If enabled, Border Agent (optional but recommended) and Border Router (man-
datory) should be enabled.

e Csl (Coordinated Sampled Listening) Debug (optional): Enable for debugging CSL features.

o Csl (Coordinated Sampled Listening) Receiver (optional but recommended): If enabled, low-power Coordinated Sampled
Listening (CSL) features are available for use with Wake-on End devices (WEDs). A SED with this option selected is called a
Synchronized SED (SSED).

o DUA (Domain Unicast Address) (mandatory): Enable Thread 1.2 Domain Unique Address feature for use in Thread domains.
For more information, see UG103.11 Thread Fundamentals.

e Link Metrics (recommended): Enable low-power link metrics and link metric probing features.

o Multicast Listener Registration (mandatory): Enable Multicast Listener Registration features in Thread 1.2 to enable off-
mesh multicasts and multicasts in Thread domains. For more information, see UG103.11 Thread Fundamentals.
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3 Working with the OpenThread 1.2 Backbone Border Router

Refer to AN1256: Using the Silicon Labs RCP with the OpenThread Border Router for detailed instructions on how to build an OpenThread
Border Router for Raspberry Pi 3B+ or above. You have to use a Thread 1.2 RCP with an OpenThread 1.2 Backbone Border Router.

You can install a pre-built Docker container with OpenThread Border Router (tag gsdk-3.2.0 will be a 1.2 Border Router by default):

https://hub.docker.com/r/siliconlabsinc/openthread-border-router/tags

You can also manually install an OpenThread 1.2 Border Router by following the steps in AN1256: Using the Silicon Labs RCP with the
OpenThread Border Router or https://openthread.io/guides/border-router/build.
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Simplicity Studio

One-click access to MCU and wireless
tools, documentation, software,
source code libraries & more. Available
for Windows, Mac and Linux!

loT Portfolio SW/HW Quality Support & Community

www.silabs.com/IoT www.silabs.com/simplicity www.silabs.com/quality www.silabs.com/community

Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does notimply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
allexpress and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.
Note: This content may contain offensive terminology thatis now obsolete. Silicon Labs is replacing these terms with inclusive language wherever possible. For more
information, visit www.silabs.com/about-us/inclusive-lexicon-project

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs®and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32®, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect, n-Link, ThreadArch®, EZLink®, EZRadio®, EZRadioPRO®,
Gecko®, Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio®, Telegesis, the Telegesis Logo® USBXpress®, Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others
are trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis a registered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.

Silicon Laboratories Inc.
400 West Cesar Chavez
Austin, TX 78701
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