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AN1499: Configuring OpenThread

Applications for Thread 1.4

Thread 1.4 builds on Thread’s robust foundation. Thread 1.4 border
routers seamlessly allow onboarding devices by making use of a
standardized way to share credentials and join Thread networks.
Device manufacturers can add compelling new features and offer
dynamic support and cloud-powered features. Thread 1.4 also

KEY POINTS

allows enhanced mesh diagnostics by providing more thorough

e Including Thread 1.4 features in SoC Ap-
plications

¢ Including Thread 1.4 features in an
OpenThread Border Router

visibility into a Thread mesh topology. Additionally, for professional
installations and commercial building scenarios, Thread 1.4 defines
secure commissioning at scale by using authenticated transport
layers over standards such as Bluetooth.

Note: Silicon Labs includes the OpenThread stack with the current default protocol
version 1.4 (=5). All mandatory features in 1.3, 1.2, and 1.1 are automatically enabled,
and the stack is backwards compatible.

Silicon Labs provides components and configuration options that enable you to configure
Thread 1.4 features with sample applications. These features are compatible with
EFR32MG1x and EFR32MG2x SoCs, RCPs, and modules. This application note as-
sumes you have a basic understanding of how Thread is implemented on EFR32 devices.
For more information, see UG103.11: Thread Fundamentals.
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1 Including Thread 1.4 features in SoC Applications

Silicon Labs provides a number of sample SoC OpenThread applications. You can modify these to include Thread 1.4 features (most of
which are enabled by default). This chapter assumes you are familiar with creating and modifying OpenThread projects in Simplicity
Studio 5. If you need more information, see the Simplicity Studio 5 User's Guide and QSG170: Silicon Labs OpenThread Quick Start
Guide.

As an example, the following procedure shows how to configure 1.4 features:
1. Create a project based on the example: OpenThread — SoC CLI (FTD).

2. Onthe SOFTWARE COMPONENTS tab, search for and select the Stack (FTD) entry. Depending on your application, you may have
to do this on a Stack (MTD) or Stack (RCP) component (this example is for an FTD application).

lotoiitaye X =B

ot-cli-ftd SOFTWARE COMPONENTS

Y Filter components by % Configurable [ ] @ Installed [ ] 2 Installed byyou [] (B3 SDK Extensions [ Rauality ~ Q, search keywords, component's name

Coexistence
@ Crash Handler
Debug Channel
Diagnostics
EFR32 Platform Extension

@ Green Power Interface -3
NCP
NCP CPC
NCP SPIDRV
NCP Vendor Extensions
OpenThread Certification Libraries
OpenThread CoAP Certification Libraries
@ Platform Abstraction o
RTT Logger
Reference Device Configuration
@ Stack (FTD) -3
Stack (MTD) £
Stack (RCP) -1
TCPIp stubs for OpenThread TCP API
» Platform
» RAIL-SDK

»RTOS

3. In the stack component, make sure to configure the Thread Stack Protocol Version to 1.4.

Default OpenThread Stack Configuration

Thread Stack Protocol Version
OPENTHREAD_CONFIG_THREAD_VERSION

Thread 1.4 -

The following are border router features defined in the 1.4 specification of the Thread standard. The OpenThread stack allows con-
figuration of these features for any Thread stack protocol version and on any router. However, a Thread 1.4 compliant border
router device must enable these features.

e Ephemeral Key support for Credential Sharing
o Not needed on non-border routers

e Mesh Diagnostics: Mandatory and automatically enabled for border routers
o Can be enabled on any router capable device

e  Support for DHCPV6 Prefix Delegation: Mandatory and automatically enabled for border routers
o Not needed on non-border routers

There is one optional exception that is omitted from configuration:
e  Support for Thread Commissioning over Bluetooth (TCAT over Bluetooth): Commercial feature
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Additional information about these features is included in the following table.

Table 1-1. Thread 1.4 Configuration Flags

Ephemeral Key for Credential Sharing
(OPENTHREAD_CONFIG_BORDER_AGENT_EPHEMERAL_KEY_ENABLE)

Enables setting an ephemeral PSKc to allow a
commissioner (from a different network or ecosystem
for example) to establish a secure connection with a
border router. Once a connection is established with an
ePSKc, the commissioner can set or program a
different network active dataset, thus allowing multiple
Thread networks to form a single, larger ranging mesh.

This feature is only meant for devices with a border
agent, such as a Thread border router.

For more information, see:

https://github.com/openthread/openthread/blob/main/src
[cli/README.md#ba-ephemeralkey

Mesh Diagnostics (OPENTHREAD_CONFIG_MESH_DIAG_ENABLE)

Allow sending diagnostic requests and queries to other
nodes and process the responses. Includes support for
enhanced network diagnostics in Thread 1.4 to enable

better insight into network topology and neighbor links,

helping one visualize network state.

For more information, see commands starting at:

https://github.com/openthread/openthread/blob/main/src
[cliiREADME.md#meshdiag-topology-ip6-addrs-children

DHCP6 PD feature
(OPENTHREAD_CONFIG_BORDER_ROUTING_DHCP6_PD_ENABLE)

Supports handling platform generated ND messages.
The prefix can be allocated by other software on the
interface, which will advertise the assigned prefix to the
thread interface via router advertisement messages.

Thread Commissioning over Authenticated TLS (implemented over Bluetooth)
(OPENTHREAD_CONFIG_BLE_TCAT_ENABLE)

This is an optional feature meant only for commercial
networks.

To read more about Thread Commissioning at Scale,
see example client at:
https://github.com/openthread/openthread/tree/main/too
Is/tcat_ble client
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2 Including Thread 1.4 features in an OpenThread Border Router

Silicon Labs provides several sample OpenThread RCP applications. By default, the RCP applications on supported Silicon Labs hard-
ware automatically support Thread 1.4 features if they are present on the host (the Border Router, which is Silicon Labs’ supported RCP
model). None of the Thread 1.4 features are RCP-specific, so turning them on or off for the RCP sample application has no effect.

Referto AN1256: Using the Silicon Labs RCP with the OpenThread Border Router for detailed instructions on how to build an OpenThread
Border Router for Raspberry Pi 3B+ or above. You must use a Thread protocol version 1.4 RCP with a Border Router that is also running

a stack at protocol version 1.4.

Most Thread 1.4 features can be enabled on the border router simply by setting the protocol version to Thread 1.4, as they will be enabled
by default. However, you can review the following CMake flags for more information. (See Table 1-1. Thread 1.4 Configuration Flags for

more information on their purpose.)

Table 2-1. Border Router CMake Mappings

OT_BORDER_AGENT_EPSKC

OPENTHREAD_CONFIG_BORDER_AGENT_EPHEMERAL_KEY_ENABLE

OT_MESH_DIAG

OPENTHREAD_CONFIG_MESH_DIAG_ENABLE

OT_BORDER_ROUTING_DHCP6_PD

OPENTHREAD_CONFIG_BORDER_ROUTING_DHCP6_PD_ENABLE

OT_BLE_TCAT

OPENTHREAD_CONFIG_BLE_TCAT_ENABLE

You can install a pre-built Docker container with OpenThread Border Router:

https://hub.docker.com/r/siliconlabsinc/openthread-border-router/tags

Or you can manually install an OpenThread Border Router by following the steps in AN1256: Using the Silicon Labs RCP with the
OpenThread Border Router or https://openthread.io/quides/border-router/build.
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
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significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
all express and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.
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