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Architecture

Unify SDK for Infrastructure: 

 MQTT based UIC Framework

 Common IoT Service Interface for Applications

 Protocol Controllers

 Abstracts all protocols in stable common API

 Flexible architecture that can expand to other protocols

© 2021 Silicon Laboratories Inc.6



Protocol Abstraction with Unify SDK – Future Proofing

A common, well defined, and simple 
NORTHBOUND interface to allow 
services – both local and remote - to 
easily integrate and interact with IoT 
devices regardless of the protocol.     

MULTI-RADIO SINGLE RADIO & 
MULTI-PROTOCOL

FUTURE-PROOFED
NEW AND COMPELLING 
PROTOCOLS
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Example: The Z-Wave Protocol Controller

Silicon Labs Confidential8

Publish (PUB):
ucl/by-unid/<UID>/ProtocolController/NetworkManagement

Payload: 
{“State”:”add node”}

PUB:
ucl/by-unid/<UID>/ProtocolController/NetworkManagement/Write

Payload: 
{“State”:”add node”, “StateParameters”: {“SecurityCode”:<code>}}

User Input Protocol Controller Z-Wave Frames



MQTT Overview
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MQTT 
Broker

Publish: On/Off

Subscribe to: “On/OFF”

Publish: On/Off

Z-Wave Switch

ZigBee Light



 Format

 Topic/where/what

Wild Cards
 Plus sign (+): It is a single level wildcard 

 Publish two topics sensors/location1/temp and sensors/location2/temp, 

 Subscribe to  sensors/+/temp

 Hash (#) – multi level wildcard

 Two topics sensors/location1/temp and sensors/location1/humidity 

 Subscribe sensors/location1/#

MQTT Syntax and Format
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 Broker

 The Access Control List (ACL)  - MQTT Broker Security

 Resource Directory 

Elements of Unify SDK
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 Published messages look as follows:

 Subscribe messages look as follows:

The Unified Controller Language (UCL) - MQTT
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ucl/by-unid/zw-AABBCCDD-01/ProtocolController/# 

ucl/by-unid/ep0/OnOff/On



 UCL Payloads are JavaScript Object Notation (JSON) formatted whose fields follow the Dot-Dot
Library specification

 Examples of Dot-Dot functions:

1. OnOff (0x0006)

2. On/Off Switch (0x0007)

3. Level (0x0008)

4. Door Lock (0x0101)

5. Thermostat (0x0201)

6. Occupancy Sensing (0x0406)

UCL Payloads
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https://www.json.org/json-en.html
https://zigbeealliance.org/wp-content/uploads/2019/12/07-5123-06-zigbee-cluster-library-specification.pdf


Unify SDK Project - Today
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MQTT Broker
Mosquito

 IoT Services

 dev_ui

 UPVL – provisioning

 ANGEL – group manager

 OTA

 IoT Protocol Controllers

 Z-Wave

 ZigBee - Beta

Download Software from 
GitHub*: 

https://github.com/SiliconLa
bs/UnifySDK

*You must have a GitHub 
account to request access

https://github.com/SiliconLabs/UnifySDK


Getting Started with Unify SDK for IoT Gateway Development

Graphical App 
Dev Tool
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Unify SDK Benefits 

 Accelerates time-to-market

 Save money in IoT gateway software development

 Streamline maintenance – including software updates and protocol revisions

 Minimize the need for expert wireless development resources

 Scale your IoT wireless software development and maintenance
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Join our next Tech Talk 
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