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1 ABBREVIATIONS

Abbreviation Explanation
EOF End Of File
MSB Most Significant Byte

2 INTRODUCTION

2.1 Purpose

This document defines the Z-Wave extensions to the Lock Bits and User Data Page [1] in the Zen Gecko 
SoCs. Both the Zen Gecko Lock Bits and the User Data Page must be configured before any application-
specific code can be executed.

https://www.silabs.com/
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3 LOCK BITS PAGE EXTENSIONS

The Z-Wave additions to Zen Gecko Lock Bits Page [1] are shown in the table below.

Offset 
from 
Lock 
Bits 
starting 
address 
in
700 
Series

Offset 
from 
Lock 
Bits 
starting 
address 
in
800 
Series

Size
(Bytes)

Name Description

0x458 0x45C 4 MFG_ZW_INITIALIZED_LOCATION 0xFFFFFFFF = Following Z-Wave 
fields are not initialized

0x3AC 0x3C0 32 MFG_ZW_PRK_LOCATION Private key
0x3CC 0x3E0 32 MFG_ZW_PUK_LOCATION Public key
0x3EC 0x400 90 MFG_ZW_QR_CODE_LOCATION QR code string using UTF-8 

encoding (Fixed length using 
Acme Light Dimmer example in 
SDS13937 - Section 3.3.1)

0x45A 0x460 16 MFG_ZW_QR_CODE_EXT_LOCATION Extended data for QR code 
string using UTF-8 encoding

3.1 MFG_ZW_PUK _LOCATION– Public Key for S2 devices (32 Bytes)

The PUK1-32 field contains the public key of the Curve25519 ECDH keypair used during S2 inclusion. 
The PUK MUST always be stored in the Z-Wave Lock Bits Page of S2 enabled devices. PUK1 is MSB.

The PUK is generated on the chip and written to this field when the chip is first powered up.

3.2 MFG_ZW_PRK_LOCATION – Private Key for S2 devices (32 Bytes)

The PRK1-32 field contains the private key of the Curve25519 ECDH Key pair used for key exchange in 
S2 inclusion. The PRK MUST always be stored in the Z-Wave Lock Bits Page of S2 enabled devices. PRK1 
is MSB.

The PRK is generated as a hardware-backed random number on the chip and written to this field when 
the chip is first powered up.

3.3 MFG_ZW_QR_CODE_LOCATION – QR code (90 Bytes)

This field contains the QR code string using UTF-8 encoding. Fixed length using Acme Light Dimmer 
example in SDS13937 - Section 3.3.1. This field contains ASCII characters in the range ‘0’ to ‘9’.

https://www.silabs.com/
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The QR code is generated on the chip and written to this field when the chip is first powered up.

3.4 MFG_ZW_QR_CODE_EXT_LOCATION – QR code extension (16 Bytes)

This field contains extended data for the QR code string using UTF-8 encoding. This field contains ASCII 
characters in the range ‘0’ to ‘9’.

The QR code extension is generated on the chip and written to this field when the chip is first powered 
up.

Once a module has been programmed with a PUK, PRK, and QR code, the QR code must be read out 
from the lock bits page and printed on the packaging or casing of that particular module. Finally, the 
Read Back protection for the Lock Bits page must be enabled to protect the PRK.

https://www.silabs.com/
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4 USER DATA PAGE EXTENSIONS

The Z-Wave additions to Zen Gecko User Data Page [1] are shown in the table below.

Offset 
from 
User 
Data 
startin
g 
addre
ss in 
700 
series

Offset 
from 
User 
Data 
startin
g 
addre
ss in 
800 
series

Size
(Byte
s)

Name Description

0x068 0x074 4 MFG_ZWAVE_COUNTRY_FREQ_LO
CATION

To set the country frequency, add a 
“#define APP_FREQ“ to one of the 
values defined in the ZW_Region_t 
enum in <sdk>/Z-
Wave/Include/ZW_radio_api. The 
define must be placed in 
config_app.h, present in each 
application. The path is 
<sdk>/app/TestApplications/<app_
name>/
config_app.h

0x06C 0x078 4 MFG_ZWAVE_HW_VERSION_LOCA
TION

Hardware version value is the 
version of the entire product. It is 
reported in command class Version 
Report Command. For details, refer 
to document SDS13782. 

0x080 0x08C 16 MFG_SERIAL_NUMBER_LOCATION Serial number value of the entire 
product in binary representation. It 
is reported in command class 
Device Specific Report Command. 
For details, refer to document 
SDS13782. 

0x070 0x07C 16 MFG_ZWAVE_PSEUDO_
RANDOM_NUMBER_LOCATION

Pseudo Random value in binary 
representation. It is reported in 
command class Device Specific 
Report Command. For details, refer 
to document SDS13782. 

The Z-Wave User Data Page is from 0x0FE00000 through 0x0FE00800 in 700 series.

The Z-Wave User Data Page is from 0x0FE00000 through 0x0FE003FF in 800 series.

https://www.silabs.com/
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