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1 Introduction

The PC based Z-Wave Zniffer tool enables Z-Wave developers to analyze unsecure/secure and 
9.6/40/100kbps/Long-Range RF communication between Z-Wave nodes.
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2 Releases

2.1 PC-Based Z-Wave Zniffer v4.67

2.1.1 PC-Based Z-Wave Zniffer

The PC-based Z-Wave Zniffer tool enables Z-Wave developers to analyze unsecured/secured and 
9.6/40/100kbps/Long-Range RF communication between Z-Wave nodes. The tool requires Zniffer 
firmware downloaded to the Z-Wave module to enable logging the RF communication. Be aware that 
the range of the Zniffer module may prevent logging of the entire network from one location. 
Zniffer supports Windows 7/8/10(32/64bit). The libraries are implemented in C# using Microsoft Visual 
Studio 2017. The .NET Framework version 4.6.1 or later is required. For detailed information, refer to 
[1].

2.1.1.1 New Features

1145297 – Added support of NCP(USB) application including LR frames parsing.

2.1.1.2 Fixed issues

1058635 – The decoding of the LR Wake Up Beam frames.

635412 – Parsing of bit mask fields used for S2 Keys Exchange.

2.1.1.3 Known issues

854558 – Reload XML filed doesn't work.

2.1.2 Z-Wave Zniffer 500 Series Firmware v2.55

The 500 Series Zniffer firmware that resides on the Z-Wave module enables logging RF communication. 
The Zniffer firmware does not support the ZDB5202 module.

2.1.2.1 New Features

None.

2.1.3 Z-Wave Zniffer 400 Series Firmware v2.33

The 400 Series Zniffer firmware that resides on the Z-Wave module enables logging RF communication.

2.1.3.1 New Features

None.
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2.1.4 Z-Wave Zniffer 300 Series Firmware v2.29

The 300 Series Zniffer firmware that resides on the Z-Wave module enables logging RF communication.

2.1.4.1 New Features

None.
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